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31 DAYS OF
LAW FIRM DATA SECURITY
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Familiarize yourself 
with new privacy 
and security 
regulations taking 
e�ect in 2020, 
including the 
California 
Consumer Privacy 
Act. 

Train and 
retrain 
employees on 
your �rm’s 
information 
security 
policies.

Review your 
business 
continuity plan 
and update to 
accommodate 
changes in your 
�rm’s situation or 
advancements in 
technology.

Train your 
employees to 
identify 
suspicious emails 
and attachments 
to prevent 
phishing and 
ransomware 
attacks.

Develop a 
plan for 
reporting 
security 
incidents to 
clients.

Keep track of your 
digital footprint, 
including online 
accounts that store 
credit card numbers 
and social media 
accounts. Delete 
accounts you no 
longer use.

Run a securi-
ty scan and 
then plan for 
frequent 
subsequent 
security 
scans.

Extend your 
consumer privacy by 
obscuring your real 
credit and debit card 
numbers, billing 
address, name and 
other information 
from online 
merchants using 
Privacy.com's free 
Privacy cards.

Don’t put 
anyone’s email 
addresses on the 
�rm’s website. 

Email addresses 
often are the same 
as the domain login. 
It will also invite 
spam and spoo�ng 
attacks.

Encrypt all 
data to ensure 
your �rm’s 
duty of 
con�dentiality.

Never leave 
your devices 
unprotected 
in public.

Utilize the 
biometric 
password 
features — like 
�ngerprint or 
facial recogni-
tion — of your 
mobile device.

Set up your 
devices to 
automatically 
lock after 
sitting idle for 
a minute.

Employ a 
third-party 
penetration 
testing �rm 
to test for 
security holes 
at your �rm.

Test your 
password 
strength at 
https://ho
wsecureism
ypassword.
net.

Sign up to receive 
automatic 
noti�cations from 
HackNotice when 
your email address, 
password and 
other information 
are compromised 
in data leaks and 
cyberattacks.

Review and 
update your 
�rm’s password 
policy. 

Passwords should 
include a combination 
of uppercase, 
lowercase, numbers 
and/or special 
characters.

Consider 
implementing 
software that 
generates 
complex 
passwords and 
stores them for 
use under a 
single sign-in.

Implement 
two-factor 
authentication 
as an extra 
layer of 
defense.

Run updates on 
machines  from 
your printers 
and desktops all 
the way to your 
laptops and 
servers. 

Unpatched systems are 
common entry points 
for cybercriminals.

Deploy 
advanced 
endpoint 
protection 
solutions to 
identify and 
block suspicious 
behavior.

Disable or lock 
down Outlook 
Web Access. 

Pick one Web 
browser to 
use. 

It can be fun to 
experiment with new 
and di�erent browsers, 
but switching between 
browsers can decrease 
your security.

Sensitive browsing, 
like for banking or 
shopping, should 
only be done on a 
personal device. 

Never use public or 
company-owned 
devices for sensitive 
sur�ng.

Overwrite your 
deleted �les using 
software tools to 
ensure data is 
permanently 
deleted. 

Emptying your Recycle 
Bin isn't enough to 
prevent individuals 
from accessing deleted 
�les. 

Completely and 
securely remove 
sensitive data and 
�les from your devices 
and cloud storage 
when it is no longer 
needed.

If you don't need the 
data in digital form, it's 
just waiting to be 
accessed by someone 
other than you.

Use a spam 
�lter. 

Spam �lters �lter out 
spam (obviously), but 
they also quarantine 
potentially unsafe 
attachments. Since 
most intrusions happen 
through email, such 
�ltering is a crucial to 
security.

Implement 
behavior-bas
ed antivirus 
protection to 
prevent 
against 
attacks.

Review your 
social media 
privacy 
settings. 

Are you sharing too 
much? Use social 
media platforms’ 
privacy settings to 
limit unnecessary 
data sharing.

Install camera 
covers on your 
devices.

Don’t write 
down 
passwords. 

Use a password vault or 
manager that allows you 
to remember one 
password while it stores 
your current passwords 
and generates complex 
new ones to keep your 
credentials safe when 
creating accounts.

Find all 31 Days of Law Firm Data Security tips on 
our blog at is.gd/31days.
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